William Cassidi Church of England Primary School

E-Safety Policy Statement

‘Life in all Fullness’
(John 10:10)
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As a school, we want to provide our learners with the very best education. To let them experience life in all its fullness and living with all their heart. Our main core value of love underpins all that we do.  Our school is Christ-centred and our core Christian values of love, respect, courage, service and resilience flow through every aspect of school life. It is on this bedrock that we provide an excellent education for our whole school family. We want our entire school community to be the very best that they can be and to recognise that they are precious, loved and valued.








Policy Statement
At William Cassidi C of E Aided Primary School we recognise that digital technology plays an important role in children’s lives and learning. While the internet and digital devices provide valuable opportunities for education, communication and creativity, they also present risks.
The school is committed to ensuring that pupils, staff and the wider school community use technology safely, responsibly and respectfully. Online safety is an essential part of the school’s safeguarding responsibilities and is embedded within teaching, learning and pastoral care.
This policy supports the school’s Safeguarding Policy, Behaviour Policy, Acceptable Internet Use Policy, Mobile Device and Data Protection Policy, and reflects guidance from Keeping Children Safe in Education (KCSIE).

Aims of the Policy
The school aims to:
· Provide a safe digital learning environment for all pupils
· Teach pupils how to use technology responsibly and safely
· Protect pupils from online harm, exploitation and abuse
· Support staff in maintaining safe professional practice online
· Work with parents to promote safe internet use at home

Key Areas of Online Safety Education
Online safety education within the school focuses on eight key areas:
1. Self-image and identity
2. Online relationships
3. Online reputation
4. Online bullying
5. Managing online information
6. Health, wellbeing and lifestyle
7. Privacy and security
8. Copyright and ownership
These themes are embedded within the Computing and PSHE curriculum.

Roles and Responsibilities
E-Safety Co-ordinator
The day-to-day responsibility for online safety lies with the E-Safety Co-ordinator (Mr M. Proud).
Responsibilities include:
· Monitoring emerging online safety risks
· Reviewing and updating this policy
· Advising the Head Teacher and Governing Body
· Maintaining an online safety incident log
· Liaising with the Local Authority and IT support
· Ensuring filtering and monitoring systems are effective
· Supporting staff, pupils and parents with online safety guidance

ICT Technical Support
Technical support staff are responsible for ensuring:
· The school’s ICT infrastructure is secure
· Anti-virus protection is up to date
· Operating systems are regularly updated
· Internet filtering systems are functioning correctly
· Age-appropriate filtering levels are applied
· Secure password systems are in place

All Staff
All staff must:
· Read and understand this policy
· Promote safe and responsible technology use
· Supervise pupils when using digital technology
· Report any online safety concerns immediately to the E-Safety Co-ordinator or Head Teacher

Pupils
Pupils are expected to follow the Student Acceptable Use Policy and to:
· Use school technology responsibly
· Respect others online
· Protect personal information
· Report any concerns to a trusted adult
Online safety is taught through the curriculum and pastoral support.

Parents and Carers
Parents play a key role in supporting children’s online safety.
The school will:
· Provide guidance through newsletters, meetings and workshops
· Inform parents of emerging online risks
· Encourage safe and supervised internet use at home

Technology and Security
The school uses a range of devices including desktop computers, laptops and tablets.
To protect pupils and data the school uses:
Internet Filtering
The school uses Smoothwall filtering software to prevent access to inappropriate or harmful websites.
Filtering levels are applied according to user roles:
· Pupils
· Teaching staff
· Administrative staff
Internet activity may be monitored where safeguarding concerns arise.

Email Protection
Email filtering software prevents:
· Spam messages
· Phishing attempts
· Malware or virus-infected emails
School email accounts must be used for professional communication only.

Password Security
All users must have:
· A unique username and password
· Secure login credentials that must not be shared

Virus Protection
Anti-virus software is installed on all devices and updated regularly.
External storage devices must be virus-checked before use.

Data Protection
The school complies with UK GDPR and the Data Protection Act 2018.
Staff must ensure that:
· Personal data is stored securely
· Sensitive data is not removed from school devices
· Data breaches are reported immediately to the Head Teacher

Safe Use of Technology
Internet Use
Internet access is provided to support teaching and learning.
Use of the internet is conditional on users following the school’s Acceptable Internet Use Policy.

Digital Images and Video
Photographs and videos may be used for educational purposes.
The school will ensure that:
· Parental consent is obtained
· Pupils are not identified by full name with images
· Images are stored and used securely
Parents may request the removal of images at any time.

Social Media
The school may use social media platforms to share information with the school community.
These platforms are used as broadcast services only and do not allow direct communication between staff and pupils.
Content shared online must:
· Respect pupil privacy
· Follow copyright law
· Have appropriate permissions

Online Relationships and Behaviour
Pupils are taught that:
· People online may not always be who they claim to be
· Online behaviour should reflect the same respect expected offline
· Personal information should never be shared online
· Unsafe situations must be reported to a trusted adult

Responding to Online Safety Incidents
Any online safety concern must be reported immediately to the E-Safety Co-ordinator or Head Teacher.
The school will:
· Investigate incidents promptly
· Record incidents in the online safety incident log
· Apply appropriate sanctions in line with the Behaviour Policy
· Inform parents where appropriate
· In serious cases, involve safeguarding agencies or the police

Cyberbullying
Cyberbullying is taken extremely seriously.
Cyberbullying includes using technology to:
· Harass
· Threaten
· Humiliate
· Exclude or intimidate others
Any incidents will be addressed in line with the school’s Anti-Bullying and Behaviour Policies.

Promoting Online Safety
The school promotes online safety through:
· The Computing and PSHE curriculum
· Online safety assemblies and events
· Participation in Safer Internet Day

Physical Safety and Equipment
All ICT equipment is regularly tested to ensure it is safe to use.
Pupils are expected to:
· Use equipment responsibly
· Follow staff instructions when using devices
· Avoid eating or drinking near equipment

Policy Review
This policy will be reviewed annually or earlier if required to reflect new technologies or safeguarding guidance.
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