William Cassidi Church of England Primary School

Cybersecurity Policy Statement

‘Life in all Fullness’
(John 10:10)
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As a school, we want to provide our learners with the very best education. To let them experience life in all its fullness and living with all their heart. Our main core value of love underpins all that we do.  Our school is Christ-centred and our core Christian values of love, respect, courage, service and resilience flow through every aspect of school life. It is on this bedrock that we provide an excellent education for our whole school family. We want our entire school community to be the very best that they can be and to recognise that they are precious, loved and valued.








Policy Statement
WC C of E Aided Primary School recognises that cyber threats such as phishing, malware and ransomware attacks present significant risks to schools and the personal data they hold.
The school is committed to protecting all information and ICT systems from unauthorised access, loss, misuse or damage. We will ensure that the confidentiality, integrity and availability of information are maintained at all times.
This policy demonstrates the school’s commitment to maintaining strong cyber security practices and protecting the personal information of pupils, staff, parents and the wider school community.
Purpose
Information is a critical asset of the school. The secure management of data and ICT systems is essential to ensuring the safe and effective running of the school.
Cyber security involves protecting:
· School devices and ICT systems
· Online services and cloud platforms
· Personal and sensitive information
· Network infrastructure and communications
The school has a legal responsibility to protect personal information in accordance with UK GDPR and the Data Protection Act 2018.
This policy outlines the basic requirements for managing and protecting the school’s information and ICT systems.
Scope
This policy applies to all individuals who access school information systems, including:
· Governors
· Staff
· Contractors and third-party service providers
· Any person accessing school information or ICT systems for school purposes
It applies to all school information regardless of how it is stored or transmitted.
Definition of Information
For the purposes of this policy, information includes but is not limited to:
· Paper records and printed documents
· Electronic data stored on school devices or networks
· Cloud-based systems and services
· Emails and digital communications
· Audio, video or other recorded media
Risk Management
The school recognises that there are risks associated with handling and accessing information. The school will take appropriate measures to minimise these risks by ensuring that:
· Information is protected from unauthorised access or disclosure
· The confidentiality and integrity of information is maintained
· Authorised staff have access to the systems they require
· Third-party access to systems is controlled and monitored
· Cybersecurity incidents are reported and investigated promptly
· Staff receive appropriate cybersecurity awareness training
This policy will be reviewed annually or when significant changes occur to school systems or technology.
Roles and Responsibilities
All Staff
All staff are responsible for protecting school information and must:
· Follow this policy and related procedures
· Use secure passwords and keep login details confidential
· Lock devices when not in use
· Report any suspected cyber security incidents immediately
· Handle personal data in accordance with data protection laws
Accounts must not be shared and must only be used by the authorised user.
Senior Leadership Team
The Senior Leadership Team is responsible for:
· Ensuring that appropriate cyber security controls are in place
· Responding to security incidents and data breaches
· Ensuring staff receive appropriate training and guidance
· Ensuring compliance with relevant legislation and guidance

ICT Support and Technical Providers
ICT technical support (provided by OneIT) is responsible for maintaining the security of the school’s ICT infrastructure, including:
· Maintaining firewalls and network protection systems
· Ensuring devices and systems receive regular security updates
· Maintaining antivirus protection across all devices
· Managing system backups and data recovery procedures
· Monitoring filtering and security systems
The school network is protected by Smoothwall filtering and firewall systems to safeguard users from malicious content and cyber threats.

Senior Information Risk Owner (SIRO)
The school’s Senior Information Risk Owner (SIRO) is the Chief Operations Officer (COO).
The SIRO is responsible for overseeing information risk management and ensuring that information is handled securely within the school.

Security Measures
To protect school systems and information, the following security measures are implemented:
· Secure password management for all user accounts
· Two-factor authentication on sensitive systems
· Two-factor authentication (2FA) is required for remote or home access to school systems wherever available. This provides an additional layer of security to protect school data when accessed outside the school network.
· Firewall and filtering protection
· Regular software and operating system updates
· Antivirus protection on all devices
· Secure backups of critical data
· Restricted access to systems and sensitive information
These measures are regularly reviewed to ensure they remain effective.

8. Incident Reporting
All suspected or confirmed cyber security incidents must be reported immediately to:
· The Head Teacher
· ICT Coordinator
· ICT Support Provider (OneIT)
Incidents will be investigated promptly and, where necessary, reported to the Data Protection Officer, Governing Body or relevant authorities.
Supporting Policies
This policy should be read alongside the following school policies:
· Acceptable Internet Use Policy
· E-Safety Policy
· Data Protection Policy

Policy Review
This policy will be reviewed annually or sooner if required due to changes in technology, legislation or school systems.
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