William, Cassidi, Church of Englund
Primam(,y School,

E-Safety Policy Statement,

Life in all Fullness’
(John 10:0)

Aswsdwohwewanbfop:ovldac}uldxmu%ﬂwwybesbedumﬁm To let
mvob;eo}[oveundapm&olbﬂwbwedo Our school s Christ-centred and
Uu\oughwer\gzaspﬁcbo}school/l%& It is on this bedrock that: we provide arv
edumhomoﬂonﬂwduldmuﬂrwaﬁ:end;ow\sd\ooh We want exery

px\e,ciou&[oved;ond;vahwd/.



Introduction

Childreny and, young, people are growing up v o digital worlds As they
grow- older;, & & crucial that they leamy to- balance the benefits offered,
by technology withy a; eritical auwareness of their owrv behaviour and, the
staying safe and, making o positive contribution online. Our wisior is to
ensure that: childrerv live o ‘life i alls fullness’. We therefore need to
are no- limitations to- what they carv achiese. We want, childrery to- knour

A&wwoﬁl@m%hfedu&ﬂmandyoung/peoptem

whervu&ng;th&fntemdandothend;.g&tabtechnobogw&
Indeed, some young people may find themseluves inwolved in
activities which are inappropriate or possibly illegal. “To- ignore e~
WWWWWW%EW Cfuldz

(Taken from: Sofeguarding Children iny a, Digital, World: BECTA)
E-Safetiy Core, Areas

\/\/Lthuuﬂf\esdwoobs/E So}dvé/suppo& Fon&&sto&ﬁmd/pupd& it focuses

. Self-image and, Identity
2. Onhne/r\daiuoms}up@

3. Online

. Online bullying,

5 M anaging online informatior
6. Heolﬂu uﬂlb&ng;and,h}est%le
/. P seuu\bg,

8. Copxéx\g}\tand/oumex\s}up

AththmdeoaCEAtdadJPmmg}Sd\oohwehewgm&ethab

Wwah}&@wm%@&m@wmm@wm%ﬁ

m}mmahmandwmmmoahomfz&mdogw@wmeﬁser\habpw\tc%ouﬁ

2



eiho&ondwnwhmeh&sohooLoxm&tosupportwndbroademthe
o}onlmesa}dgeduoahomsoﬂwtttwanpoumg builds
o&wong;other\oxmoaﬁh}e chddmmwhqmbleondmag/empose
WWMWWAWWMWW
Fmdthermeb\»e& rwolved v actimities which are mappx\opmabe
pos&blg/dlegaLESoMseek&fooddp%&ﬂ\emomund these

practice.
E-Sauﬁehd/ Co-Ordinators

The day-to-day operational, duty of E-Safety, Co-Ordinator s desmolmed,
to Mr M. Proud. This role is strategically supported: by Mrs Campbells in,

The E-Safety Operational, Co-Ordinator will

.Ke@pupfodafﬁuﬂﬂvth&lafﬁstmk&to&ﬂdxmwhilstusmg/
amailable resources for school and, home use.

. RWWMWMWWW&t@Wm
of the Headteacher.

o Aduise the Headteacher, goserning body on all, e~safety matkers.

« Engage with parents and, the school community on e-safety
matters ab school and/or ab home.

oLwiﬁeuﬂﬂuthelocoLouﬂwﬁb%ITtmhnistupputmd/othep
agencies as i

o Retairv responsibility for the e~safety incident log; ensure staff knous

. Ensumarugte&wmbe—so}@g;mmsum%sdwob(&gﬁ Ini:e,r\rwt

WWW%MMWWICT
TeohmmLS

. MWMWQ}WWWMWL@‘
safety measures, ue. internel filtering reporting function; liaise with
the Headteacher and r\espon&ble governor to- decide orv whab



ICT Technical Support Staff

TMWW%W@MWmWITW
s secure; this willh include ab ar minirruunry

o Anti-virus is fib-for-purpose, up to- date and applied, to- alls capable

dewces/
mondb{\exiand/d&»mupdobedj

. Awe—sWWLWWMwIWMW
OPﬂ‘OtLﬂg;CD{\Pe(ﬂH/

. de@mglmd&mapplwdappxopxwtdgandomdmgtoﬂwag@
thee/—so}ei')é/%%&wand/Headteac}w

. Posswor\d&aneopphfdm\ed:hg/toouusmnegw\dles&oaﬁ@ge
Sto%R [ .l.l.l.

Staff are to ensure that

o Al details withiry this policy are understood.  If anything s not
understood, & should be brought to the affention of the
Headteacher.

. Aw&wmwwwb&vﬂwe—s@wm
(Mr- Pr\oud)ondsozﬁeguwdmg (Mrs: Campbell). AmESa}d‘y
InudentRepor\tmistbemdeTh&}mm readilyy available onv

the safeguarding operationals board, irv the staffroom and inv @

digital format.
o The reporting flowcharts contained, withiry this e~safety policy are
fully understood:

The boundaries of use of ICT equipment and, services v this school are
giveny iy the studenty Acceptable Use Policy; any desmiation or misuse of
ICT equipment; or services will be dealb with, i accordance with, the

E—So}dyt&anbeddad/mtoowwMumsmdﬂdbuﬂLbagmthe



Parents and Carers Respon&bdxhe&

a&sudwﬂwsohoobwdbmt}wbpoﬁeﬁb&hawth&shu&w@
We—s@gmmmmmwmbm
that students are empowered:  Parents must also- understand, the school,
safeguarded.

Technology

OunquooLuse&@mg@%Cd&AmmdudmgPC’& lopi:op&ondlp@d@
Inv order to safeguard, all students and, iny order to prement loss of

Internet, Filtering - we use Smoothwall sofftware that prevents
awdenbabondel&excbeacces&tounsu&abl@mtexwl& Smooﬂuuall/
TMM%@WW%CWMW%CM

categories; pupil, teaching staff and, MIS/Admir Designated, restrictions
are placed onv each to- ensure that highest leael, of e-safetiy possible. The
WWWW&W@WO&MWWQWW

WWWWESWO&CWQMH@Q&@QMWQM@%

The ICT Coordinafor\and/IT Suppor\tar\enespon&ble}mmwwﬂwb
aiienhom%CﬂweHeadteadrw R%ord&%ﬁwhm}wpad&duldxmmusmg/

rv cases of arwy misuse of infernet access.

EWFM@—WMWMMWUWMMM
sent, from the school, orto be receired by the school. Infected is

ast arv email that containe o wirus or seriph (ue. malware) thab could, be
Message:



EW—A&MWMWMW(Q&WW
the Datas Protectiony Act 1998) are password, protected. No data is to
pxm For\added/px\o’fzohom%ﬁ pe;\soerdalL@nosudw

unlLbetokmowmg;}rormschooLmdsto&CuﬂLuseRemot&
Access rather thary USB Keydrives. Arwy, breach (ue. loss/theft of desice
sucha&[apinp)wtobebroughbtotheoii&qhomoaﬁﬂwedeTm

The Head, Teacher wil liaise with the local; authority, to
asw\famwhathﬂ\@repm\tneed&wbemadewﬂwlnﬁnmahm
Commissioner’'s Office.

Pawmnd&—olbsto&ﬁondsfudenf&uﬂ&beunabl&toam&om&;d&&w
Mﬂqmit@unmuwnameond/pas&»o{\d. The ICT Coordinator and,

IT Support will: be responsible for ensuring that; students from ¥'2-Y6
use unigue passwonrds.

Anti-Virus - All capable devices will hame anti-virus sofware.  This
nepmttoﬂqueodteod\mL}fhmw\em%}conwn& Al USB pemph;er\al@

Sauﬁe Use/oULTechnolo%Uﬁor Pupil&

Internet - Use of the Internel in school is o privilege, not a right
Internet use will: be: granted: to- staff upory signing this e~safely and, the
staff Acceptable Use Policy; students uporv signing ands returning, their
acceptance of the Acceptable Use Policy. There are many social
William Cassidi Primary School takes the responsibility, of discussing

Email/Instant Messaging Safety - Some pupils will hame their owr
webmail, accounts ab home. As these are independent; of the school they,
pupils ab school or ab home for school purposes. We provide regular



E Safety Ambassadors

e Indiniduab children withiry school who hame shown a i
atbitude to- e~safety act as 'E-safety Ambassadors. Their role is
to remiewr the school's e-safety rules, run special e-safety
promotion days, be a good role model to- other pupils and, liaise
with, anwy pupil, withs e~ safety concerns and, the e~ safety, Coordinator
and/or Headteacher

o When Appropriate the E-Safety Ambassadors wills joiny with the
KSZSMCW%WWMWWQ&WQ&
Internet

o AWl National internet safety days or anti-bullying days will be
these issues.

Safe Use of Technology for Staff

Emaill - All stoff are reminded, that, emails are subject to- Freedom of
Information requests and, as such the email: service s to- be used, for
professional work-based emails only. Emails of a personal nature are
purposes s nob permitted:

Photos and, videos - Any data processing of digital images is done ir
line with: Datas Protections Act 2018 (DPA), Generals Data, Protection
Regulation, (GDPR) ands the school's relevant policy.  If considered,
necessany a Data Protectiory Impach Assessment; (DPIA) wills be: carnied
oul.

selected, to- be shown ornv the school website, the schools e-

platformy social media platforms or marketing materials. For GDPR and,
safeguarding purposes we never state a child's full name with, their
Unag,e.Th@helmaanDPR oomseni:&anejwsued/mmmlbg/ GDPR consents



Digital images may be shared, withs partner schools and,
part of collaborative leaming projects. This can include lise V‘{df/()

conferencing. Al suchy use s monitored and supervised by stoff.
Parents/carers provide GDPR consent for this.

Social Neiwonking,— quw\emmgzsouabnehmnbngser\vwe&
amailable; school te fully supportive of social netuworking as a tool to
thuAder\sdwoLoommwubé/ The}dlowugsouabwwdwmm
o&%sed;shm@s%m&ubm&h@m@medx@,mmomm&b
firsh be sought vias the e-Safely Co-ordinator who will adwmise the
Heodteoohm(ﬁon@dmsmtob@mode Any new service wills be risk
assesseds before use i
o Eschools - used by stoff and, students ins schools
o Eschools Malll - used by the school as a home/school
commuunication
e Facebook - usedbg/ﬂqeschooba&@mw\kdung;platgomond/
broadcast service for the locals
o X - used by the school as a marketing platform and, broadcast

Imoddxhomthe}oﬂmmngwtobesh\cﬂgodhm\edto

« GDPR p@mus&on&musbbeoppx\ovedbegm\eong/m@g@onwdm
child s

nanmes

e Where services are “comment; enabled’, comments are to be set to
“ lOdEJOi-Bd/”.

o Al posted datar must conform to copyrighty laws images, videos
l&@hoencewhwmoﬂow&(ﬁo{\suchuse(u&creohwcommon&).

Online Relai‘ionship&

Pupd& will learry th;\ough/ Compuiung; PSHE SMSC and collective
to be someone they are not. Th&abovewwu;lum&alﬁom
the schools ‘due r\e,gar\d’r\espon&bxhhwunda\% PREVENT" irutiatisve



wia online content ands online

Pupils wills learn:
. Thobthesam@pm\aplwapplg online relationships as to- face-
mdudmg;whemwem

. Thenulmondpmmple&}ookeepm@sozﬁeonlm howtor\ecognwe

. Hwtouwhwﬂg;wn&dex\t}wonlme}r\end&up@andsoumc%
people they harve neaer met

o Hour information and, data is shared, and used, online.

Incidents - Any e-safety incident is to be brought to- the immediate

attentiony of the E-Safety Co-Ordinator and the Headteacher /
ing lead: The E-Safety, Co-Ordinator wills assist staff in

log: The incident log must be submilted to the Headbeacher /

Safeguarding lead.

T and; Cummlurm unpontont that the wider sohoob
oxmx\enes&qﬁnwandexner\gmg/we& E—Sa}d@}o&pupil&@mbedd@d
into the curriculum; wheneser ICT is used invthe school, staff will ensure

The E-Safety Co—Or\dmoi'on & responsible for r\e,c,ormnendxng/
Heodteaohmﬁoown&dex\ahommd/plw\mng Shmhioma;mmbe»%ﬁ
HMM&@MWCPD



The School Website

WW@W&LWWWMMM%M

arwy part v any way with, malicious intent. No- part can be reproduced,
Physical, Safety
. A&WWWWM@WMM@%W
that &t is safe to- use. We expect pupils to-behame appropriately near
. WMWWWWW.W@WQ&
users to refrainy from eating and drinking when working ab a
computer. Healthy and, safety, guidance states that it is not healthy, to
s&bat@oompufﬂ\}ontoolmﬂgzwiﬂwubbreak&Th@s&woLnowha&
ondmei:ol;dei:eotons/ The/teachmwtﬂdmshuotuw&
omhowtomanag,eﬂu&eq}upmentsagdg/omwhmebgmbﬂ&&
We expect all users to use great cares when moving around, withs
suchv ttems irv order that they, do- not harm themselres, others or the

Staff Use of Social Media P and, Digital F

Staff online, communication with, childrerv attending William, Cassidi C
of E Primary sohooband/onthosewhohm»epx\ewoudgzotteqdad,(butm
undex\thage/oaH() (For\bxddam Iﬂﬁamé/mﬁmber\%Csfagt&}wr@tobe
there & arv ndohm&upmsou@m@dx@bd&uwn@ccﬂeogm
mda/powmt/oamr\oaﬁmwshngw or\pr\ewou&pupd/under\ﬂqe
age of 16) there must be a disclosure form completed: and, submitted, to
%HWMWWTN&WWW

Fromy Sepbernber\ 2022 d’\ang@s/camemboegeot wiaw KCSTE, r\egw\dmg/

10



(NASUWT - October 2021,)

MWWWWMWWWW

Cyberbullying

pxmedum}ootdmb}gmgonddeahngmﬂuw Cgber\buﬂgmgwﬂqeuse
of anyy communications medium to offend, threaten, exclude or deride

another person. This carv be in relation to- their friends; family, gender,
mwwﬁumab«hbé/dwabdibé/ r\dxgm\/\/ejolsor\aweoxmnenes&

bullgmgtoamadult)andhowtog&hdp V\/ee/xpedaall/
and will be dealt with, under the procedures within the: Whole School
Policy orv Behariour.

Mobile Phones

Pupils are not permitted to have mobile phones upory their persory ir
schoohWerecogmsethaboupold@stpupr@mmé/waU@othwmoumto
hamethabxhbézfotak&phofogxuph& L&(Fm\bxdda'\;wtﬂumt}wsdrwob

worship or school px\oduo’uor\s The Headteacher /

also- has access to- a school phone, whxoht&usedu(ﬁor\mmkehngpupposw
and, as arv absence line. Theschooblogoww;sibleom’d\ewbsidejopﬂwe

11



A&WM%W@M%MW@RWMM
WW%WOMITMWWN&WWW

staffroom area; which s positioned opposite Class 3.

Pod@osi‘ing/— Somwpl&uxﬂbegmoppmhmhmtoumi@m
podcasts throughs the Intermet so that they can be shared with

Copyright

TWMWWO&N%MWMWIWW
Smmb&used}ovedumhommew&ﬂwubp&mmmwd&d
that the source is stated: and, that they are not made amvailable outside
theschooLSomejcannotbeused/undepm%/dmxmstanoe&ﬂu&l&
particulanly so for music bub can apply to other types of file eg.
photographic images. Care therefore needs to be takery withy multi-media
oﬂq@pubhd\edmﬂqobww@uplmdzdontoﬂ\esdwoob'sweb&te
WW@W&LW&%WWM

This policy will be resiewed: annually or earlier if appropriate.

Policy approved, by the, Gowerning Body: October 2021,
Date of reniew: October 2025
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E-Safety Rules for KS1

Think then Click

These rules help us to stay safe on the Internet

1. We tell our teacher or Mr Proud if anything on the computer makes
us sad or worried.

2. T will listen carefully to instructions when in the ICT Suite.

I will be polite and behave well on the computer.

4. T will only use the computer when my teacher tells me to and there
is an adult present.

5. I will use the programme or website that my teacher wants me to.

w

E-Safety Rules for KS2

I promise - to only use the school ICT for schoolwork that the teacher has asked me to
do.

I promise - not to look for or show other people things that may be upsetting.

I promise - to show respect for the work that other people have done.

I will not - use other people’s work or pictures without permission to do so.

I will not - damage the ICT equipment, if [ accidentally damage something [ will tell Mr
Proud or my teacher.

I will not - share my password with anybody. If forget my password I will let Mr
Proud or my class teacher know.

I will not - use other people’s usernames or passwords.

I will not - share personal information online with anyone.

I will not - download anything from the Internet unless my teacher has asked me to.

I will - let Mr Proud or my teacher know if anybody asks me for personal information.
I will - let Mr Proud or my teacher know if anybody says or does anything to me that is
hurtful or upsets me.

I will - be respectful to everybody online; [ will treat everybody the way that [ want to
be treated.

I understand - that some people on the Internet are not who they say they are, and
some people can be nasty. [ will tell Mr Proud or my teacher if | am ever concerned in
school, or my parents if [ am at home.

I understand - if I break the rules in this charter there will be consequences of my
actions and my parents will be told.

Signed (Student):

Date:
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E-Safety Incident Log

Number: Reported By: (name of | Reported To: (e.g. Head, e-Safety
staff member) Officer)
When: When:

Incident Description: (Describe what happened, involving which children
and/or staff, and what action was taken)

Review Date:

Result of Review:

Signature: Date:
(Head
Teacher)
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